
https://www.rojgargroup.com/tech-jobs/network-and-firewall-administrator/

Network and Firewall Administrator
Job Location
Bangalore, Karnataka, India

Description
Job Description: Network and Firewall Admin L2

Responsibilities:

Network Management:
Install, configure, and maintain network hardware and software.
Monitor network performance and troubleshoot issues to ensure
optimal performance.
Manage LAN, WAN, and WLAN networks, ensuring seamless
connectivity.

Firewall Administration:
Configure and manage firewalls to protect network infrastructure.
Implement security policies and rules to safeguard against
unauthorized access.
Monitor firewall logs and respond to security incidents.

Application Management:
Manage Privileged Access Management (PAM) solutions to control
and monitor privileged accounts.
Administer Identity and Access Management (IDAM) systems to
ensure secure user authentication and authorization.
Configure and maintain Web Application Firewalls (WAF) to protect
web applications from threats.

DNS and SOC Operations:
Manage DNS servers and ensure proper resolution of domain
names.
Collaborate with Security Operations Center (SOC) to monitor and
respond to security threats.
Conduct regular security assessments and vulnerability scans.

Documentation and Compliance:
Maintain detailed documentation of network configurations,
changes, and security policies.
Ensure compliance with industry standards and regulatory
requirements.

Responsibilities
Skills and Qualifications:

Technical Skills:
Proficiency in managing network and firewall environments.
Experience with PAM, IDAM, WAF, DNS, and SOC operations.
Knowledge of network protocols and security best practices.

Skills

Hiring organization
Rojgar Group

Employment Type
Full-time

Qualifications

Education and
Experience:

Bachelor’s degree in
Computer Science,
Information
Technology, or a
related field.
Relevant
certifications such
as CCNA, CCNP,
CISSP, or CISM are
preferred.

Base Salary
INR 10,00,00 - INR 12,00,000

Experience
3+ years of experience in network
and firewall administration

Contacts
Share Resume:
rojgargroup.cv@gmail.com

Fill the forum:

https://forms.gle/CKERDJZY8vaHR
W4W9

Date posted
September 22, 2024
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Soft Skills:
Strong analytical and problem-solving abilities.
Excellent communication and teamwork skills.
Ability to work under pressure and manage multiple tasks.
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